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What, me worry? 



“Chinese theft of U.S. intellectual property 

through hacking and computer espionage is 

the greatest pillaging of wealth in history,” 

 

 
-Director of National Intelligence,  James R. Clapper 

during his testimony on Capitol Hill to the Senate 

Intelligence Committee on 31 January, 2012. 

“I do not think today it [cyber] is 

necessarily the number one threat, but 

it will be tomorrow…” 

-Director of the Federal Bureau of Investigation, 

Robert S. Mueller III, during his testimony on 

Capitol Hill to the Senate Intelligence Committee on 

31 January, 2012. 

The Growing Cyber Threat 



Threat 

“A potential for violation of security, which exists 

when there is a circumstance,  
  

 Huh…? 
 

capability, action, or event 

that could breach security 

and cause harm.” 
  



Vulnerability 

“A flaw or weakness in a system’s 

design, implementation, or 

operation and management that 

could be exploited to violate the 

system’s security policy.” 
  



Risk 

“The product of the level of threat with the level of 

vulnerability.” 
  



The Actors  (a.k.a. The Threat) 



The People’s Republic of China 

“Chinese theft of U.S. 

intellectual property through 

hacking and computer 

espionage is the greatest 

pillaging of wealth in 

history,” 

 

 -DNI,  James R. Clapper 

• Advanced Persistent Threat (APT) 

• Tenacious in achieving objectives 

• Motivated by massive appetite for 

secrets and intellectual property 

 

 

 

• Dedicating a LOT of resources 

 

 

 



Russia 

• Majority of cyber activities criminal 

in nature 

• Financially motivated 

• Allegations of cyber attacks against 

political opponents 

 

 



Iran 

• Developing both an intelligence 

collection capability and a strike 

capability 

• Relatively unsophisticated – but 

learning fast 

 
• Learned many 

lessons from Stuxnet 

 

• Perceives Stuxnet as 

a cyber WMD 



Hacktivists 

• 2011 was “The Year of the 

Hacktivist” 

• Motivation varies, but 

common theme is obtaining 

media coverage of their 

cause/prowess/story 

• International as well as 

domestic 

• Attacks often triggered by 

media coverage of hot 

button issue(s) 

 



Criminals 

• Cyber crimes 

• Cyber facilitated 

crimes 

• Financially motivated 

• Expertise varies from 

silly to extremely good 

• Get in, get out, get 

gone 

 



Hobbyists and Nerds (i.e. “Script Kiddies”) 

• Once upon a time… 
 

• Motivated by ego 
 

• Now, technical knowledge 

not required to have impact 
 

• The Accidental Terrorist 
 

• Do not confuse lack of 

expertise with inability to 

cause grief… 

 



Insiders 

• Varies from accidental incidents… 

•  … to deliberate sabotage…. 

•  … or even espionage…. 

•  And they are already “inside the wire” 



Tools and Techniques 



Evolving Risk 

S
o
p
h
is

ti
c
a
ti
o
n
 



Physical versus Digital access  



Physical versus Digital access  



Indicators (…something isn’t quite right…) 

• Logs 

• Logs 

• Logs 



What lies ahead… 
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Trickery… 
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… and Complacency 

The Internet Crime Complaint Center’s (IC3) 

October/November/December 2011 Trend 

Analysis and Intelligence Brief  

Popular Passwords 

Sharing passwords among users in a workplace is becoming a common 

theme to continue the flow of operations.  Users have prioritized 

convenience over security when establishing passwords. 
 

The top 25 common passwords: 
 

1. password 10.   dragon 19.   shadow 

2. 123456 11.    baseball 20.   123123 

3. 12345678 12.    111111 21.    654321 

4. qwerty 13.    iloveyou 22.    superman 

5. abc123 14.    master 23.    qazwsx 

6. monkey 15.    sunshine 24.    michael 

7. 1234567 16.    ashley 25.    football 

8. letmein 17.    bailey 

9. Trustno1 18.    passw0rd 
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Script Kiddies and Wannabes 

• Not going away 
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E-mail scams 

•  Also not going away… 

• … and they are getting better… 
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Other online vices… 
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Mobile devices 

• Emerging threat 

 

• Airborne virus 

 



 
 

Phishing 

• Still works 
 



Cyber Attack in a box 



SCADA 



Hacktivists 

• Expect copycats 
 



China 



Iran 

1000110100110100010101001011100010100100100101001 

1001101011101010011101010100101001010011010101010 

0110101010101001010101001010010101001100101010010 

1010110101001001001001010010010110101001010110101 

0110101010100101010100101010100101010011001010101 

 



Tradecraft 

• Groups will adopt successful methods of 

other groups – “Crossing the Streams” 
 



Summary 

• Threat * Vulnerability = Risk 

• China, Russia, Iran 

• Anonymous 

• Criminals 

• Idiots 

• Tools (as opposed to idiots) 

• 2012 and beyond 
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